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ABSTRACT 
As the imminent issuing of Taiwanese electronic identification (eID) 
system, recently, several privacy and security issues are actively 
discussed. However, there is actually no eID guideline or a general 
eID survey to evaluate the eID system. This study first investigates 
the eID issuing status all over the world and inspects existing eID 
system in Estonia, Belgium, Germany, and Croatia. Threat model 
and potential risks in the eID system are subsequently elucidated. 
Finally, an unprecedented eID guideline is established to evaluate 
all the above eID scheme as well as the Taiwanese one. In 
conclusion, it is obviously that the Taiwanese government should 
release more related information and ensure sufficient legitimacy 
before rashly issuing eID. 
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I.  INTRODUCTION 
While the Taiwanese government is going to issue national 

electronic identity card (eID) within a few months, little related 
information was released and the non-transparency totally 
agitated the public [34]. On the other hand, the spread of 
COVID-19 inevitably hinder its progress, which eventually 
deferred its release [33]. 

Besides, there is actually no criterion or guideline to be com- 
plied with or to evaluate the privacy and security properties of 
the national eID system. Several adversarial attacks events 
against national eID [9, 24] and security vulnerabilities in eID 
per se [14] aggravate the distrust of eID. 

Accordingly, it is urgent to establish a guideline for the 
national eID system enabling effective evaluation. We, first, 
inspected a operational eID system in several countries and 
analyzed the advantages or disadvantages of different strategies. 
The threat model, assumption, and potential risks were then 
investigated. Finally, a guideline for national eID system was 
proposed and the scheme of Taiwanese eID system was 
subsequently evaluated to fairly claim its pros and cons. 

This is definitely the first research that proposes a general 
guideline for eID system, whereas the previous ones either 
merely focus on few regions [16] or small topics [23] that lack 
general analysis. 

II. PROBLEM DEFINITION 

A. The eID system  
Taiwanese government expected to fully substitute its 

traditional national ID card for the eID system in October this 

year although it is postponed due to the COVID-19 and public 
suspicion. However, neither the technical details nor an explicit 
description of the scheme was announced, which might increase 
the uncertainty of promised privacy and security properties 
without the inspection from the public. Thus, we are interested 
in whether this system can achieve the security level they 
claimed and whether it provides privacy preservation on cross-
platform services with a small amount of available information 
published by the government. Besides, some researches showed 
that there are some potential vulnerabilities in eID systems [31, 
35]. We will survey some eID systems of other countries and the 
security issues they encountered. In the end, we will propose a 
guideline that all eID systems should obey. 

B. Attacker model and assumption 
The attack model is assumed to be a state-level attacker, who 

has the newest supercomputer. Because one eID system may 
contain many sensitive data and support many important 
services, other countries, especially those aggressively 
expanding their power, will be very willing to compromise the 
lucrative eID system. The following are the security properties 
required to be achieved:  

1) Confidentiality, Integrity, and Availability (CIA). 
2) Privacy: disclose only necessary information among 

each service; do not record any user’s log. 
3) Digital signature: for Citizen Digital Certificate. 
4) IC card security 

TABLE I.  CHRONOLOGICAL TABLE OF EID ISSUING 

Year Compulsory Non-compulsory 

1999 - Finland 

2001 Malaysia - 

2002 Estonia Mexico 

2003 Belgium Netherlands 

2006 Spain - 

2008 Morocco - 

2009 Latvia Lithuania 

2010 Bulgaria, Germany, Guatemala - 

2011 Indonesia - 

2012 Chile, Mongolia, Pakistan - 

2013 Israel, Mauritius, Nigeria, Slovakia - 
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Year Compulsory Non-compulsory 

2014 Djibouti, Luxembourg, Malta, Portugal, 
Somalia - 

2015 Croatia, Honduras, Tajikistan, Japan Uruguay - 

2016 Algeria, Bhutan, Iraq, Sri Lanka Italy  

2017 Turkey Fiji 

2018 Afghanistan, Cape Verde - 

2019~ Poland - 

2021 Romania - 

Other Denmark, Norway, Sweden (Non-compulsory) 

III. RESULTS 

A. Popularity of eID 
Since the government of Malaysia issued the first national 

eID around the world in 2001 [28], a large number of countries 
subsequently issued their eID, and totally up to 47 countries have 
built their eID system until now [32]. See TABLE 1. 44.7%, 
27.7%, 14.9%, 6.4%, 4.3% and 2.1% of them are countries in 
Europe, Asia, Africa, South America, North America, and 
Oceania, respectively. Obviously, eID is almost popular and 
ubiquitous utilized in European countries whereas others are 
gradually implementing this system. 

B. Case study in Estonia 
1) Basic Information: Citizen in Estonia who is older than 

15 years old [15] have to hold an ID-card compulsorily, and this 
ID-card enable the holder to authenticate him/herself on the 
internet. Both card itself and the certificates stored in it are valid 
for five years [13]. The card is manufactured by IDEMIA and 
personalized by Hansab while the certificates are issued by SK 
Solution [3]. 

2) Information written on card: Surname, given name, 
gender, personal code, citizenship, date of birth, date of expiry, 
document number, cardholder’s signature (hand written), photo, 
date of issuance, and place of birth are written on the card. 

3) Data stored in chip: The chip stores personal 
information and two 384-bit ECC key pairs [8], one for 
authentication and another for digital signature. The personal 
information stored in the chip is congruous with the information 
written on the card except for photo and cardholder’s signature. 
Personal information is not protected by any PIN code while the 
user has to enter PIN1 code to perform authentication and PIN2 
code to perform digital signature [19]. If the user enters incorrect 
PIN1 or PIN2 code three times, the card will be blocked but can 
be unlocked with user’s PUK code. 

4) Usage: Estonia government provides a large number of 
online services with their ID-cards, and the following are some 
examples of how they are regularly used in Estonia: (1) Legal 
travel ID for Estonian citizens travelling within the EU; (2) 
National health insurance card; (3) Proof of identification when 
logging into bank accounts; (4) For digital signatures; (5) For i-
Voting; (6) To check medical records, submit tax claims, etc.; 
(7) To use e-Prescriptions; (8) Encryption and decryption for 
data transfer. 

The government provides a software called DigiDoc for 
cardholders to manipulate their eID card. It has three main 

functions: (1) Changing PIN1, PIN2 or PUK code; (2) Signing 
files; (3) Encryption/Decryption for data transfer. 

5) X-Road: X-Road is a data exchange platform launched 
by the Estonia government. It provides confidentiality and 
integrity data exchange between data exchange parties and is the 
backbone of Estonian e-Government. One of the most important 
features of X-Road is that it makes sure the e-government system 
fulfills once-only police, which means citizens only have to 
provide certain standard information to the authorities or 
administrations once because each public or private sector can 
easily exchange its data. 

6) Related products: There are several products similar to 
ID-card. TABLE 2 shows three of them. 

TABLE II.  TABLE OF RELATED PRODUCT 

Product Introduction 

Mobile ID Use a mobile phone as a form of secure 
digital using special SIM card. 

Digi ID 
Digital document that can be used in an 
electronic environment but cannot be 
presented to identify a person. 

Smart ID Use a mobile phone as a form of secure 
digital without SIM card. 

C. Case study in Belgium [5] 
Belgian first eID card was issued in 2004. Citizens could use 

it to perform digital signature and key generation. Every ID-
card is valid for 10 years. Cardholders have to enter self-defined 
PIN code to access the functions related to authentication and 
digital signature (RSA 2048-bit). There is a randomly generated 
PUK code for each cardholder to change his/her PIN code. The 
content written on the card are name, title, nationality, place of 
birth, date of birth, gender, photo, ID card number, written 
signature, and marital status (optional). 

The content stored in the chip includes two sections, PKI and 
Citizen identity data. The first section contains two distinct key 
pairs for authentication and digital signature, and the certificates 
of some important CA. The second section contains personal 
photo, ID number, and address. Citizen identity data will be 
signed by government so it would be arduous to forge. 

D. Case study in Germany [11] 
1) Stored data and function: The German eID card, 

issued on 1st November 2010 by the government, is mainly 
used for the electronic identification of a natural person. Besides, 
it can also be used as a passport substitute for traveling to certain 
countries, and the digital signature function can also be 
activated. The eID card contains the following personal data of 
the cardholder, and all of them excluding height, eye color, and 
signature are also stored in the RF chip: (1) Surname and name 
at birth; (2) First name(s); (3) Doctoral degree;(4) Date and 
place of birth; (5) Photograph; (6) Signature; (7) Height; (8) Eye 
color; (9) Address; (10) Nationality; (11) Serial number; (12) 
Religious name, pseudonym. 

2) Security mechanism: The security mechanism is held 
to protect the personal data in the card from being accessed 
without authorization. Besides, it is also required to ensure the 
authentication of the cards to protect against forgery. There are 
four basic protocols adopted during the general authentication 
procedure:  
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a) Password Authenticated Connection Establishment 
(PACE): the bearers need to verify themselves by entering the 
six digits secret "Personal Identification Number" (PIN) 

b) Passive Authentication (PA): it is used to check if the 
data on the chip is authentic and unforged. 

c) Terminal Authentication (TA): the readers need to 
transmit their access permission to the chip for reading sensitive 
data. Otherwise, they cannot read those data 

d) Chip Authentication (CA): it will establish a secure 
connection between the chip and the reader for the following 
communication. 

E. Case study in Croatia [20] 
Croatian eID system, eOI, was issued on 8th Jun. 2015, which 

comprises national identification and authentication system 
(NIAS), OIB system, eID card, and the Croatian eID Identity 
Provider (HR eID IdP). The eID card, manufactured by state-
owned company AKD d.o.o, contains name, gender, citizen, 
birthday, picture, signature, residence, personal ID of the owner 
with other information about the issuer and expiry date on its 
surface, while its chip stores the authentication certificate (RSA 
2048 key), signature certificate (RSA 2048 key), respectively 
protected by one PIN code. The afore- mentioned personal 
information enables proof of identity, digital signature, and 
access to all of the e-citizen services. 

Besides two RSA 2048 keys, the card in ID1-Format with the 
chip achieving ISO 7816, ISO/IEC 7810, and EN 419 211 
criteria also guarantee the security properties of the eID system. 
Furthermore, the Identity Card Act enforced on 2nd Jun. 2015 
with other Acts (e.g. Personal Data Protection Act) assure the 
public of the privacy and sufficient legitimacy. 

1) Application: Croatian citizens should first go to the 
designated police office with certain identification documents 
and fill out a specific form, as well as consent to the obligation 
of the eID system. Different certificates and functions could be 
selected dependent on different age groups. Applicant data will 
further be tackled by the government and manufacturer with a 
secure channel. Finally, the eID card with an initial PIN code 
could be retrieved from the police officer. Users should utilize 
initial PIN code to log in the OIB system and set their two PIN 
codes for the two certificates as well as one PUK code as the 
password for the whole system. 

2)  NIAS Authentication. When the user requests 
authentication to NIAS, NIAS would first require the user to 
select one credential utilized to authenticate. NIAS then sends a 
SAML request to an authentication provider containing that 
credential. After authentication, the provider would return a 
signed SAML Response package to the NIAS with OIB, which 
could be leveraged to retrieve other user attributes from OIB 
Register. Eventually, the user gets access to the requested 
service. All the above communications are encrypted with TLS 
protocol and some with symmetric encryption by 3DES keys, 
which definitely guarantee the security of the eID system. 

3) e-citizens services: With the eID, a large number of 
ser- vices provided by e-citizens are accessible to the Croatian 
[22], such as tax service, e-certificate application, public 
consultation participation, and prescription reviewing. 
Interestingly, parents are capable to check their children’s 
grades with the eID. 

F. Potential Risks 
The main reason that makes people be doubtful of eID is 

security and privacy hazards. The governments must ensure 
every aspect, such as IC card, card reader, and web application, 
is under security guarantees. Middleware is a program that 
provides single APIs to interact with the card reader. Many 
potential risks are related to middleware. The following are 
some common security breaches of eID systems [31]: 

1) Single sign-on authentication: Because some 
implementations of eID cards only require PIN code for the first 
authentication. This is especially dangerous when clients use 
the same device to access different services simultaneously. 

2) Unrestricted release of personal data: Some IC cards 
did not use PIN code to protect sensitive information, e.g. 
identity, address, and picture files on the cards. 

3) Identity theft: If the identity file is not well-protected, 
malicious applications can copy the file to another smart card. 
Moreover, some middleware stores the authentication and 
signing certificates in persistent memory, which can be stolen 
by malicious programs. 

4) Fake signature: IC card cannot execute the hash 
function by itself. After middleware authorizes and calculates 
hashes on the document, the card just blindly signs the data. 
This means that malicious middleware can let the card sign 
whatever it wants. 

Another risk occurs in eID Online Authentication, which was 
proposed in [4]. They made the following assumptions: 

1) The attacker does not have local-system-leveled access 
to the user’s system, eID server and web application server. 

2) The attacker can trigger the client application to 
connect to a destination specified by the attacker (via social 
engineering or DNS spoofing).  

3)  The attacker is in the middle of the connection 
between the victim, the web application server, and the eID 
server. 

Under these assumptions, they proposed two kinds of attacks: 
attacker between web browser and web application, and 
between middleware and eID server. 

G. Real-world attack events 
The following are some well- known attack events: 
1) 2007: DDoS attack from Russian Government toward 

Estonian eID system [36]. 
2) 2010: Security flaw discovered in German eID card 

software (spoof attack) [37]. 
3) 2017: In Estonia, 760,000 state-issued eID cards with 

faulty chips were vulnerable to malware (identity theft) [38]. 

H. Challenge of eID 
To evaluate an eID system, the usage rate and popularity are 

most representative. However, security and privacy issue is not 
the only factor that affects the system. We refer to some articles 
online [30] and sort out a few possibilities to make a more 
comprehensive understanding of the eID. 

Firstly, in some countries, such as the U.S., Mexico, and 
Brazil, the eID systems are not held officially. That is to say, 
various eID systems may coexist and disperse the user 
population and lead to bad usability. Secondly, many eID 
systems in progress have limited functionality, which may 
reduce the user’s frequency of use and makes itself not easy to 
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use for the users. Lastly, the policy of application may also 
influence the utilization of the eID system. If the users need to 
spend a lot of effort to get the new card, then many of them may 
give up. 

These are not the only challenges the eID system may 
encounter, yet they point out the primary threat we need to 
handle rigorously. 

I. eID in TAIWAN 
Due to the insufficiency of security and the excessive 

disclosure in old ID cards as well as the low application rate of 
Citizen Digital Certificate [21], the Taiwanese government 
determines to issue national eID in 2020. Although the issuing 
is deferred owing to widespread criticism and the outbreak of 
COVID-19, a lack of declaration of eID-related information 
triggers vexation in public. 

The explicit content on the surface of the Taiwanese eID card 
includes name, ID number, date of birth, residence, and marital 
status of the owner. Other personal information, encompassing 
the name of spouse, parents’ name, birthplace, gender, and 
picture, with signature certificate (RSA 2048 key) are protected 
by disparate PIN code and stored in the chip. The eID card also 
reaches ISO 7816, iso 29115, and FIPS140-2 criteria with no 
expiry date. The whole system is composed of T-road, eID card, 
Ministry of the Interior (MOI), and Household Registration 
Office [21, 29]. 

However, merely two Articles in the Household Registration 
Act support the Taiwanese eID scheme [39]. Besides, the 
anonymity of the manufacturer and the ambiguous description 
of T-road lead to the uncertainty of security and privacy 
properties. 

J. eID Guideline 
After comprehensively analyzing the eID systems in four 

mentioned countries, we eventually propose an eID guideline. 
See Table 3. The eID schemes of these four countries with the 
one in Taiwan are all re-evaluated by our guideline. Noticeably, 
Taiwanese eID reaches none of the criteria in the section of 
system and others, which definitely demonstrates the 
insufficient preparation of eID issuing. 
Card related criteria 

1) Contain necessary information only. The eID card 
should not contain unnecessary information to avoid excessive 
disclosure. For example, the "marital status" and the "parents’ 
name" in Taiwanese eID cards as well as the "eye color" and 
"pseudonym" in German eID cards, seem redundant. However, 
if they are domestically necessary, saving them in the chip with 
PIN code protection may be a solution. 

2) Save other important information in chip. Important 
and sensitive personal information would be recommended 
being saved in the chip but not directly shown on the surface of 
the eID card. Only Taiwanese eID cards achieve this property. 

3) Require PIN code to access information in chip. A 
self- defined PIN code should be required to access the 
information in the chip to avoid any disclosure when the eID 
card is found by strangers. 

4) Require PIN code to use Digital Signature. A self-
defined PIN code is necessarily required to perform digital 
signature. This the definitely the basic security property that an 
eID card should achieve. 

5) Allow user to set PIN code privately. It is necessary for 
citizens to set their own PIN code privately but not at a public 
location such as Household Registration Office or police office. 

6) Expire in a well-defined time. Although the key would 
not be compromised easily, it is recommended that the eID card 
should expire in a well-defined time to prevent any damage of 
hardware, which could be regarded as the periodical inspection. 

7) Utilize safer key. The key utilized in the eID system 
should be cryptographically secure, for example, an RSA 2048 
bits key, avoiding to be compromised easily. 

8) Allow different function choice. It is recommended that 
there should be different choices of function for different age 
groups. For example, the digital signature is actually 
unnecessary for adolescence. 

9) Credible manufacturer. A credible manufacturer is 
paramount for an eID system to be trustworthy enough to the 
public. 
System related criteria 

10) An open-source system. The whole eID system is 
recommended to be overt enabling the examination from 
specialists. For instance, Estonia did divulge the 
implementation of all their eID system on GitHub. 

11) Communication with encrypted data. All the 
compartments in the eID system should communicate with each 
other with encrypted packages. This is definitely a necessary 
property that should be achieved. 

12) Controllable permission between departments. The 
citizens should fully have control over the permission of their 
personal data. Any department within the government could not 
access to those data without personal agreement. 

13) Credible database and server. The server storing all 
the personal sensitive data should be credible enough, or will 
definitely compromise both security and privacy. 

14) Not accessible outside government. Any institution 
out- side the government, such as the banks, should not be able 
to access those personal data to guarantee enough security and 
privacy properties. 
Other criteria 

15) Versatility. The eID system is recommended to be 
versa- tile that could combine many systems making life more 
convenient, or it will be not attractive enough for citizens to 
accept this new technology. For example, eID can combine with 
application in a mobile phone. 

16) Usability. Usability is similar to versatility, but this 
property focuses on if citizens would consider the eID actually 
trouble. Citizens would not accept the eID if any process within 
the system is too complicated and confusing. For example, the 
eID system in Mexico was terminated due to atrocious usability. 

17) Sufficient legitimacy. Sufficient legitimacy is 
necessary to support the eID system. Related regulations could 
guarantee and ensure the security and privacy properties of the 
eID system. 

18) Penalty and obligations. There should be penalties if 
citizens violate any obligation that they agreed to when 
applying the eID, which might, for example, preclude the 
citizens from illegally selling their eID and compromise all the 
system. 
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19) Transparency. It is recommended that all the eID 
systems or related regulations and information should be 
transparent enough for everyone to inspect the system and avoid 
suspicion from the public. 

TABLE III.  EID GUIDELINE 

Card related criteria EE BE DE HR TW 

Contain necessary information only O △ △ O △ 

Save other important information in chip X X X X O 

Require PIN code to access information in chip X X O O O 

Require PIN code to use digital signature O O O O O 

Allow user to set PIN code privately O O O O NA 

Expire in a well-defined time O O O O X 

Utilize safer key (e.g. RSA 2048) O O O O O 

Allow different function choice O O NA O NA 

Credible manufacturer O O O O NA 

System related criteria EE BE DE HR TW 

An open-source system O △ X X X 

Communication with encrypted data O O O O NA 

Controllable permission between departments △ NA NA NA NA 

Credible database and server O O O O X 

NOT accessible outside government O O O O X 

Other criteria EE BE DE HR TW 

Versatility (e.g. combine with app) O O O O X 

Usability O O O O NA 

Sufficient legitimacy O O O O X 

Penalty & Obligations O O O O X 

Transparency O O △ △ X 

EE: Estonia; BE: Belgium; DE: Germany; HR: Croatia; TW: Taiwan 

K. Issuing Taiwanese eID or not  
Absolutely, the Taiwanese would live a more convenient life 

after eID issuing. Other advantages, for example, reduction of 
direct disclosure from ID card, embedded digital signature 
function, alleviation of the risk of identity spoofing, are also 
beneficial to the public. However, the convenience should not 
compromise any of the security and privacy properties, and 
several potential problems, for instance, unknown application 
process, insufficient legitimacy, and scarce of information 
disclosure, still exist. With the aforementioned eID guideline, it 
is obviously urgent and paramount for the Taiwanese 
government to elucidate and explain every implementation 
detail to the public before issuing eID rashly. 

IV. RELATED WORK 
Recently, there are several studies investigating the popular 

eID system as this study. However, most of them either focus on 
the privacy or security issues theoretically without considering 
what schemes are actually implemented in different countries or 
specifically inspect the scheme in one or few countries without 
transnational analysis [39, 40, 41, 42, 43, 44]. 

A large number of studies focus on introducing the eID 
scheme in a specific country such as [7, 12, 15, 18, 26] 
investigating the eID system in Estonia, Finland, Germany, 
Belgium, Spain, respectively, which would be helpful to 
comprehend the eID scheme in those counties with the 
disadvantage of no comparison. 

Reference [1] summarized several eID systems implemented 
in European countries including the UK, Austria, and Belgium. 
Strangely, Estonia, the earliest country implementing national 
eID, was not mentioned at all, which definitely compromised its 
credibility. 

Reference [16] conducted a general survey that theoretically 
presented privacy features of national eID systems discussing 
several ways to protect personal information, such as encryption, 
authentication, and verification-only mode. Nevertheless, it 
didn’t mention which cryptographic methods could be utilized 
to achieve those privacy features and either the pros and cons 
when using each cryptographic mechanism. 

An in-depth study scrutinizing the privacy issues of the eID 
system with e-service was presented by [27]. This study 
disclosed several problematic unbalanced aspects of the 
Estonian e-service, e-residency, that some privacy properties 
were compromised by ensuring the security, which did also 
conflict Estonian national regulatory framework. Albeit only the 
Estonian scheme was discussed, this was the first study that 
deeply investigated the legitimacy issues of eID. 

Several attacks against eID are also investigated recently, for 
example, the Coppersmith’s attack proposed by [2]. In 
Taiwanese eID system (Citizen Digital Certificate), there was a 
fatal flaw in key generation function, leading to a remarkable 
loss of entropy in 1024-bit public and private key pairs. 184 keys 
could be broken in hours by combinations of Coppersmith’s 
attack and some other methods. 

Another vulnerability was disclosed in 2017 by [17]. 
Because of the flaw in the Infineon RSA public-key 
cryptography library, which is used in many countries’ eID 
systems, adversaries could break 1024-bits key in three months 
and 2048-bits key in less than 100 years, respectively. After the 
discovery of this vulnerability, Estonia transferred to use an 
elliptic-curve crypto-system, whereas Slovakia moved on to 
generate RSA keys longer than 2048-bits. 

Unfortunately, there are few studies comprehensively 
discussing the privacy and security issues outside cryptography, 
which is too limited when it comes to national eID. Besides, it is 
definitely urgent to establish a general guideline to evaluate 
those eID schemes and provide recommendations for those 
governments intending to issue eID. 

V. CONCLUSION AND FUTURE WORK 
By investigating the implementation detail of the eID system 

in several countries, we propose an eID guideline that could be 
utilized to evaluate any eID scheme and enable the perception of 
potential security and privacy problems. As the progress of 
technology, the government of many countries, including 
Taiwan, start to issue eID to allow many e-services that 
substitute in-person process for e-service. This unprecedented 
guideline would definitely be beneficial to those governments to 
evaluate their eID scheme before issuing. Revealed by this 
guideline, the Taiwanese eID scheme requires more 
improvement due to several potential security and privacy issues. 
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Besides, the Taiwanese government should release more related 
information to allow comprehensive evaluation. 

However, in this work, only four countries are involved and 
explored to establish the guideline. Furthermore, all these four 
countries are in Europe, which might curtail the generality and 
make the guideline ineffective. In the future, more case studies 
with enough variety should be executed for constructing a 
general eID guideline. 
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